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Introduction

Cybersecurity Asean’s (CSA) Executive Guide aims to take a complex, technical subject 
and explain it in “executive level” terms.

By executive level, we mean that we provide a concise overview of the technology 
combined with business benefits, so you are able to steer your business to maximize 
long-term value and stay ahead in your Digital Transformation journey.

But these guides are not just for executives. Regardless of your role, our CSA Executive 
Guides are a great way to quickly gear yourself with information about specific, important 
technology developments.

We have used some technical terms throughout which we have put in bold and included 
in a ‘‘Definitions’’ section at the back. So if there is anything you need to clarify, just flip to 
the back page and it should all be clear!

Your “Right Hand Man” – where you see him, 

he will be pointing out something that he believes is 

important for you to know.

Your “Expert Info Man” – where you see him, 

he will be highlighting a term or phrase that may need 

further information. Words he points to will be described 

in the definitions section.

Your “Risk Manager” – where you see him, he 
will be pointing out potential risks and pitfalls.

Enjoy the guide!

We know that every 
good executive 
needs a good team. 
Your team in this 
guide is made up of:
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The Impact of Email in the Workplace

Since it started to pervade the office space in the 
90s, email has undoubtedly had a significant impact 
to how people work. It serves as an effective way 
for people to communicate, exchange ideas and 
even send important documents or information 
online, without the time urgency of a phone call or 
face-to-face meeting.

A few decades later, it is now hard to imagine any 
business in the modern era that could function 
without the use of emails in its day-to-day 
operations.

Research by the Radicati Group in 2018 estimated that more than 281 billion consumer and 
business emails were sent per day in that same year, and this number is expected to rise to 
over 333 billion by 2022. The Group also found that:
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•  There are around 3.8 billion email accounts worldwide.
•  Each day, the average office worker receives 121 emails and sends out 40.
•  86% of professionals named email as their favourite mode of  communication.
•  49.7% (that’s almost half!) of emails are considered spam.

Unfortunately, as we deepen the integration of digital technologies into every aspect 
of how we work and live, the threat of cybercrime has also grown to become a very 
significant threat – a multibillion-dollar industry of its own. Attracted by the promise 
of big, easy money, cybercriminals will resort to any means necessary to achieve their 
goals.

Based on how widely they are being used for corporate communication, is it any wonder 
that there’s such a huge target being placed on emails?

This guide will explore the risks that email may bring to your company, suggest ways you 
can strengthen your email defences and arm you with the knowledge to prevent your 
company and employees from becoming a victim.
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Why Email is the Top Threat Vector for Businesses

Managing Email Cyber Risks

It is often said that cybercriminals often look for 
the path of least resistance, the lowest hanging 
fruit and the weakest link in the chain. While no 
amount of security can keep out 100% of cyber 
threats with absolute certainty, we can’t deny 
that cybersecurity technology has improved 
by leaps and bounds over the years. Moreover, 
those in the security industry are constantly 
keeping abreast with the threats and devising 
new techniques and technologies to counter 
them.

However, one fact remains; More often than not, the weakest point of security 
in any organization is its users. Therefore, it makes the most sense for 
hackers to target and exploit the human element in order to either gain valuable 
information or access into an organisation’s systems to cause damage, or to straight out 
steal something of value, be it sensitive data or money.

As such, email has become the number one threat vector for a number of different 
cyber threats as well as fraud. When you take a look at why, it usually comes down to 
either user negligence, lack of awareness, security fatigue, or simply due to the fact 
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Understanding the Risks

Before you’ll be able to defend yourself, it’s 
useful to know the risks you’re facing. In 
this segment, we will list some of the most 
popular types of email-borne threats and 
techniques typically used by cybercriminals.

Their main goal is to get the recipient 
(usually via deception) into either clicking 
on a malicious or spoofed link, opening an 
attachment, giving out valuable information 
or even making monetary transactions.

Here are some of the biggest email-borne threats that modern businesses need to be 
aware of :

Phishing - Phishing or targeted phishing attacks are now some of the most popular 
deception techniques used in the first stage of a targeted, data-stealing attack. Phishing 
is all about deception. A fraudulent email is made to look as convincing as possible in 
order to scam and trick the recipient into a false sense of trust and taking a potentially 
harmful action.

With a lot of prior research, threat actors are able to fine-tune and customise their emails 
to be even more effective or even target specific users. The most effective tools for 
stopping this threat are user awareness and precaution.

Some of the other threats we mention below are actually different forms of phishing.

Email/Domain Spoofing - Email spoofing, domain spoofing, or display-name spoofing, 
is when an attacker tries to impersonate a company, its website or one of its employees 
by fabricating the email header (or website) and trick the recipient into trusting the 
origin of the message. They can also achieve this through typosquatting (or look a like 
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For example, by making the email seems like it came from a well-known retail business, 
the attacker would try to dupe the recipient into providing sensitive information such 
as their password or credit card number, or to click on a link that’s offering some sort of 
promotion, only for it to download and install malware on the recipient’s computer.

Business Email Compromise (BEC) – This is closely related to the first two, but with an 
added twist. BEC, also known as a “man-in-the-email attack,” is an exploit whereby the 
attacker gains access to a business email account and imitates the owner’s identity with 
the aim of defrauding the company and its employees, customers or partners.

Often, attackers would attempt to trick employees that have access to company finances 
and convince them to transfer money to accounts that are actually owned by the 
attackers. As such, companies that utilise wire transfers to pay international clients are 
usually the most common victims of BEC.

Malware & Ransomware – Various forms of malware can be activated when a user 
clicks on a link in an email message, opens an email attachment or interacts with the 
infected email message. The type of malware could range from anything from a trojan, 
ransomware, worm, virus, keylogger, cryptominer or spyware. Instead of sending 
something obvious like an executable file, threat actors would send files they think users 
would inadvertently open without a second thought – files they deal with on a daily 
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Spam/Botnet – You probably know about spam (and have deleted a few from your 
inbox today). But did you know that spams are not completely harmless? With the 
right kind of planned spam attack, threat actors could remotely control compromised 
computers and emails or make an organisation’s network part of a botnet.

When that occurs, they are not only able to use your resources to send out spam or 
phishing emails to large numbers of people but also launch attacks (such as DDoS attacks) 
against other networks. As a result, your IP addresses may be blacklisted for 
carrying out criminal activity (unbeknownst to you) and you may find 
yourself in hot water with governing authorities.

What’s truly frightening about email-
born cybersecurity risks is that attackers 
don’t always need to use the most 
advanced technologies or complex 
hacking techniques to succeed. Just 
like many forms of scams or frauds, all 
they need is a little creativity, lots of 
research to get to know their victims, 
as well as apply psychology and social 
engineering techniques to catch people 
with their guard down and trick them.

Also, such methods are harder to detect by traditional antivirus or endpoint protection 
products as opposed to emails that are laden with malware or malicious files.
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vulnerabilities, Microsoft Office files are often used by threat actors to 
spread malware. MS Office users especially have to take extra precaution 
when opening any sort of email attachments.
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Email Security Checklist

We have established that email is the number one threat 
vector for a large number of cyber risks. Therefore, it is 
only logical that the first line of defence for companies 
should come in the form of mailbox protection.

With the depth and breadth of advanced threats 
businesses today are facing, traditional approaches to 
email security based on identifying bad senders, 
scanning messages for keyword patterns and 
doing signature-based virus detection can no 
longer provide sample protection.

When it comes to securing your emails, you need a modern solution that can adapt to 
incoming threats and identify potential risks before they infect your system. Security 
experts at Barracuda have listed ten essential email security capabilities that you should 
look for :

Inbound Protection - In order to protect users from the emails that they receive, 
the solution has to be able to filter out malicious or fraudulent emails, and allow 
your IT administrators to customise filtering policies. Modern email security 
gateways should be capable of leveraging cloud processing to speed up email 
delivery after effectively scanning for inbound threats. 

1.

Outbound Protection - By having an effective outbound filtering system, you’ll 
be able to protect emails being sent on behalf of your domains and protect your 
network against user systems inadvertently infected by botnet spam. Similar 
to your inbound filter, it scans all outgoing emails to ensure they are legitimate, 
malware-free and do not leak private or sensitive information.

2.
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Anti-Spam Technology - Armed with the capability to identify known threat 
types, this technology can assess the quality of incoming emails to stop 
malicious and suspicious messages before they can cause any harm. It serves to 
complement any existing email filters you already have in order to increase your 
company’s spam detection rates.

3.

Spear Phishing Prevention - Spear phishing is especially dangerous because it 
is more carefully planned and targeted to the specific users to tremendously 
raise its effectiveness compared to the typically wide-scale phishing attack. 
Furthermore, it is difficult for even advanced filtering to identify social 
engineering type of attacks. However, it is not impossible. Such attacks 
can be thwarted through the use of a protection system that is capable of 
identifying threats in real-time and uses AI advancements to irregularities in 
your correspondence.

4.

Post Delivery Prevention - No matter how robust your defences are, there’s still 
a chance that a threat might still get through. Your email security solution 
has to be prepared for that possibility by integrating with backup 
systems so you can rapidly recover from any successful cyber-attack 
or phishing campaign.

5.
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Delivery Guarantee - It’s important to have an email security system that can 
ensure emails are still delivered in the event of on-premises disruptions, server 
failure or temporary connection loss. Emails can, for example, be spooled and 
sent to alternate destinations if delivery to the primary destination fails.

8.

Versatile Deployment - These days, it isn’t uncommon for a company to utilise 
cloud platforms to manage its email servers. Therefore, the email security solution 
has to be versatile enough to be deployed on-premises, in the cloud, or a mixture 
of both.

9.

Seamless Integration – In the previous section, we touched a bit on the escalated 
risks users are exposed to due to the widespread use of MS Office. While Microsoft 
does provide features like inbound filtering and attachment scanning, it lacks 
the more advanced features we’ve already mentioned above. For that reason, 
we recommend that you choose a solution that integrates directly 
with Microsoft products while increasing the overall security of your 
email infrastructure.

10.
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Sandboxing - Sandboxing is a 
technique often used in many aspects 
of security, including email protection. 
Through sandboxing, your security 
admin or automated systems would be 
able to isolate and test out suspicious 
attachments in a virtual environment 
without worrying about them infecting 
your actual systems.

6.

Encryption - Encryption ensures that even if your email falls into the wrong 
hands, bad actors or any unauthorised person won’t be able to make sense of 
it without the encryption keys. As a precaution, make sure that AES-256 level 
encryption is applied and automated.

7.
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Email Threat Scanner

If you are not sure how exposed your company is or whether some threats have already 
made it to your employee inboxes, you can make use of Barracuda’s recently launched 
Office 365 Email Threat Scanning Tool.

It is a free, cloud-based service that examines your Office 365 mailboxes using advanced 
threat protection techniques to identify threats, phishing attacks, account takeover, 
business email compromise, impersonation, and other cyber fraud attacks that are 
already in your Exchange Online account. 

When the scan is complete, you’ll be able to get a comprehensive report of your 
cybersecurity risk profile, suggest remediation steps as well as personalized 
recommendations on how you can protect your organisation against advanced threats, 
and malicious email-borne threats.

Most importantly, it will help you identify high-risk employees who are most likely to be 
targeted by spear phishing and business email compromise attacks.
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Educate Your Users (And That Includes the Bosses)

Equipping your email systems with a reliable 
and robust security solution is only part of 
the answer. Various studies have found that 
people are typically under-prepared for 
email-based threats. Sometimes all it takes 
is just one wrong click and you may find your 
company on the wrong end of a destructive 
(and costly) cyber-attack or scam attempt.

Educating your users on the risks and the do’s and don’ts of email security 
is therefore paramount; and that includes all your C-level executives 
and bosses because they’re also becoming high on the target list for 
cybercriminals. 

However, when it comes to the often-overlooked human layer of protection, it can be 
difficult to quantify what a successful cyber-awareness or education programme even 
looks like. What’s certain is that users need constant education on email security. Your 
users have to know the dangers of email-borne security risks and how to deal with 
emails safely and sensibly.

You need to look for a provider that is able to offer real-world simulation training and 
exercises that are served in short, easy-to-digest lessons. The training and exercises can 
help users better understand how they can be targeted and know what to look for (and 
avoid) in the future.

Without a doubt, end-users are an important layer of defence against advanced threats. 
Integrating education and training exercises, combined with employing the right email 
security technology, can help take your protection to the next level.
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Email is a vital form of business communication. But for cybercriminals, it is also a 
gateway into your organisation. Thus, it is important that companies (and their users) 
take all the necessary measures to guarantee the security of their email accounts 
against the ever-growing email-borne threats. You have to make sure that you have the 
proper infrastructure to stop any unauthorised attempts at accessing your accounts or 
communications.

However, securing your emails is not a simple task, not with the continued emergence 
of new multi-vector threats such as ransomware, BEC, fileless attacks and URL-based 
attacks. This is why today’s organisations require a multi-layered email security model 
that protects them from different angles and keep the threats out.

But having a security solution, without the users actually doing their part and staying 
vigilant when opening their emails, is like putting up a strong door with security locks to 
protect your house, but leaving it unlocked.

Conclusion
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Botnet
Short for ‘robot network’, 
botnet refers to a network of 
compromised computers or 
connected devices that are 
under the control of a single 
attacking party to be used for 
illegal purposes.

Cryptominer
Malicious cryptominers 
(also called cryptojackers) 
are designed to hijack idle 
processing power of a 
victim’s computer or 
device for the purpose of 
secretly mining 
cryptocurrency.

Fileless attacks 
Unlike conventional 
malware-based cyber attacks that 
install malicious software to infect 
the victim’s computer, fileless 
attacks leverage existing system 
vulnerabilities to do so. 

Keylogger
A computer program that 
records every keystroke 
made by a computer user, 
especially in order to gain 
fraudulent access to 
passwords and other 
confidential information.

Security fatigue 
Weariness that users experience 
when bombarded with security 
messages, advice, and warnings. 
Individuals are increasingly 
inundated with security choices 
and required to make more 
security decisions than they are 
able to process.

Social engineering 
The act of tricking or 
manipulating people into 
divulging sensitive 
information or 
performing certain actions.

Spoofing 
In simple terms, the act of 
falsifying, disguising or 
“faking” an email or website 
to make it seem legitimate. 

Spyware 
Malware designed to gain 
access to a computing device 
without the user’s knowledge 
in order to secretly 
monitor his/her activities.

Threat vector 
A path or means by which a 
cyber threat can infiltrate a 
computer or network.

Trojan 
A type of malware that is 
often disguised as 
legitimate software, used 
to gain access to a user’s 
systems.

Typosquatting
A technique where 
cybercriminals attempt 
to trick victims by using 
domain names which look 
similar to legitimate ones 
but are different by a 
character or two. For 
example, goog1e.com 
instead of google.com.

Worm 
Self-replicating malware 
that can duplicate itself to 
spread to other uninfected 
computers.
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